Abstract: Recent studies in the area of single-molecule detection of proteins with nanopores show a great promise in fundamental science, bionanotechnology and proteomics. In this mini-review, I discuss a comprehensive array of examinations of protein detection and characterization using protein and solid-state nanopores. These investigations demonstrate the power of the single-molecule nanopore measurements to reveal a broad range of functional, structural, biochemical and biophysical features of proteins, such as their backbone flexibility, enzymatic activity, binding affinity as well as their concentration, size and folding state. Engineered nanopores in organic materials and in inorganic membranes coupled with surface modification and protein engineering might provide a new generation of sensing devices for molecular biomedical diagnostics.
INTRODUCTION
A single nanopore in an insulating membrane permits translocation of ions from one side of the membrane to the other. This simple process is ubiquitous in biology and biotechnology. Selective ion protein channels traverse the cellular membranes, enabling ionic asymmetries and gradients that exist between the intracellular and extracellular compartments [1] . However, the protein channels can be specific for a broad range of analytes, from small molecules to long biopolymers, such as proteins and nucleic acids. Inspired by these elements of membrane biology, single-molecule detection with nanopores implies the ability of measuring a small and continuous current across a single protein or synthetic nanometer-scale hole in a membrane (Fig. 1A) . If this hole, also called nanopore, contains an attractive reactive group for a specific analyte, then it is selective for that molecule. In this case, transient binding interactions of the analyte with the reactive group produces reversible current blockades (Fig. 1B) . The frequency and duration of the current blockades are dependent on the concentration of the analyte in the aqueous phase and the strength of the binding interaction, respectively (Fig. 1C) . The reactive group can be either native or engineered or chemically modified. This mechanism is at the hearth of single-molecule stochastic sensing with nanopores [2, 3] . This sort of experiments can be extended even to a situation when a reactive (or binding) site does not exist inside the nanopore. In this case, each distinct analyte produces a unique single-channel electrical signature, whose current fluctuations are dependent on the biophysical properties of the partitioning of the analyte into the nanopore. Single-molecule explorations using protein nanopores have been initiated about two decades ago. Pioneering work was conducted to obtain an understanding of the effect of water-soluble polymers on the single-channel electrical signature of protein nanopores [4] [5] [6] [7] . Later, Bezrukov and Kasianowicz explored the excess single-channel noise generated by the reversible ionization sites within the staphylococcal -hemolysin ( HL) protein nanopore [8] , permitting determinations of their kinetic rate constants of association and dissociation [9] . The landmark work of the early days of the nanopore field has been published by the team formed by John Kasianowicz, Eric Brandin, Daniel Branton and David Deamer [10] , who demonstrated that individual singlestranded polynucleotides can pass through a single HL protein nanopore reconstituted into a planar lipid bilayer from one side of the bilayer to the other. This translocation of single-stranded polynucleotides, one at a time, occurred as a result of an electric force applied on the translocating polynucleotide owing to an applied transmembrane potential. The outcome of this pioneering work represented, for about 15 years, a platform for a stimulating discovery concept: single-molecule nucleic acid (DNA) sequencing in a linear fashion when a single-stranded DNA can be read, nucleotide by nucleotide, while it traverses a small orifice located into an insulated membrane. Significant progress in understanding DNA passage through nanopores prompted various proposed conceptual schemes for its single-molecule sequencing [11] [12] [13] .
However, the single-molecule examinations with nanopores demonstrated the ability to probe a broad range of small molecules and other biopolymers in a way that differed from those studies accomplished in bulk aqueous phase that masked individual dynamic features of molecules under investigation. This idea coupled with additional chemical modification and protein engineering culminated with the proposal of single-molecule stochastic sensing [2, 3, [14] [15] [16] [17] . The underlying mechanism of this concept is the engineering a chemical and functional group at a desired location within a protein nanopore [15, 16, 18, 19] . The reversible interactions of the analyte molecules with the engineered functional (e.g., chemical recognition) group would produce welldefined alterations in the single-channel current measured in the electrical recordings, allowing the direct determinations of the kinetic rate constants of association and dissociation. In this way, stochastic sensing with nanopores has a tremendous advantage for simultaneous detection of the concentration as well as identity of the analyte.
In this mini-review, I will focus my discussion on the achievements in this area pertinent to single-molecule detection and exploration of individual short polypeptides and proteins. Here, I want to emphasize clear distinctions between nucleic acids and proteins that make the work with the latter more challenging. Single-stranded or double-stranded DNA is a linearized and uniformly charged molecule, carry- Figure 1 . The underlying mechanism of of single-molecule detection using engineered protein nanopores. An open protein nanopore mediates the translocation of small ions through an insulating lipid bilayer. (A) If a transmembrane potential is applied, a single-channel electrical current is recorded owing to the passage of ions across the nanopore; (B) If both a transmembrane potential is applied and analytes are added to one of the chambers, non-covalently interactions of the analytes with the functional reactive group located within the pore lumen produce transient and reversible single-channel current blockades. These current fluctuations depend on the strength of the interaction between analyte molecules and the reactive group; (C) The kinetics of non-covalent analyte-engineered reactive group interactions undergoes a bimolecular kinetic scheme. Here, the time constant of dissociation, off , is independent of the analyte concentration. The rate constant of association, k on , which is determined as 1/( on c), where on is the inter-event duration, and c is the concentration of analyte, is proportional with the frequency of binding events. The rate constant of dissociation k off , which is determined as 1/ off , where off is the event duration, is independent on the analyte concentration.
is the applied transmembrane potential. Direction of ion movements, which result from the application of an electrical force, is indicated by vertical arrows. Reproduced with permission from [15] . ing one negative charge per each phosphate group. In addition, DNA is a chemically stable polymer, permitting its exploration under harsh conditions of experimentation. These are rather advantages for driving a piece of DNA through a nanopore in a linear fashion, owing to uniform driving force applied on the DNA molecule during its translocation. On the other hand, polypeptides and proteins are not uniformly charged, with distinct parts that are either hydrophilic or hydrophobic, thus forming different folds. Various shapes of proteins, away from linear folds as well as non-uniform distribution of charges along the polypeptide chain, show rather disadvantageous traits for their exploration using nanopores. For example, there is a substantial energetic barrier for a folded protein to partition into a nanopore for the simple reason of the numerous intra-molecular interactions that prevent its immediate unfolding followed by its translocation in a linear fashion.
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PROBING POLYPEPTIDE SIZE, SHAPE AND CHARGE
The pioneering work in the area of exploration of polypeptides with nanopores was characterized by a focus on how these polymers partition into the nanopore interior, interact with the protein walls and alter the single-channel electrical parameters of the nanopore, such as ion selectivity and unitary conductance [20] [21] [22] [23] [24] [25] [26] [27] [28] . It was an expectation that the modifications of these parameters are strongly dependent on biophysical properties of the polypeptide analytes, including polypeptide size, charge, shape, conformation as well as its dynamic time-dependent folding state. For example, Sanchez-Quesada and colleagues (2000) examined the interac-
, with the interior of the HL protein nanopore [29] . These cyclic peptides were lodged within the nanopore lumen for long periods and served as molecular adapters for a variety of small-molecule analytes, including the second messenger IP 3 . For example, positively charged cyclic peptides were also used as binding site adaptors for a range of polyanions. Later, several groups studied the modulation of the unitary conductance of the HL protein nanopore by structured polypeptides.
First, Sutherlands and colleagues (2005) investigated the discrimination of (Gly-Pro-Pro)-containing polypeptide repeats based upon the transit times and the current amplitudes ( Fig. 2) [30] . These polypeptides form mixtures of single, double, or collagen-like triple helices. Later, Movileanu and co-workers (2005) [31] and, independently, Stefureac and colleagues (2006) [32] , performed methodical single-channel analyses of the interactions of -helical polypeptides with protein nanopores. These interactions are voltage dependent owing to the localized charges on the translocating polypeptide chains. For example, a single-channel study employed (AAKAA) n -containing polypeptides interacting with the interior of the HL protein nanopore [31] . Because the repetitive unit has a single positive charge, this polypeptide series has molecules whose length is linearly increasing with their charge. The kinetic rate constants of association, given by 1/c on , where c is the polypeptide concentration and on is the inter-event time interval, increased exponentially with increasing applied transmembrane potential. In contrast, the dissociation constants underwent a U-shape profile with the applied transmembrane potential. This finding indicated two kinetic regimes by varying the applied transmembrane potential [33] . At lower voltages, the binding of polypeptides to the nanopore interior was dominant, with a small probability of translocation for one side of the bilayer to the other. On the contrary, at higher transmembrane potentials, the free energy contribution associated with the electrical pulling force on the polypeptide dominates, producing a drastic increase in the probability of translocation. The presence of A B these two regimes in the kinetic rate constant of association and dissociation was also found in a polypeptide translocation study in which electrostatic traps were engineered at the entry and exit of the barrel of the HL protein nanopore [34] [35] [36] . However, different size and folding characteristics of the interacting polypeptide might result in deviations from this two-regime kinetic behavior [37] . For instance, for a short beta-hairpin peptide, the rate constant of dissociation increases exponentially with elevated voltages, suggesting that the free energy landscape for the peptide-nanopore interaction has a single barrier and the events represent individual translocations of the peptides from one side of the bilayer to the other [38] . On the other hand, large and folded proteins are not supposed to translocate across the nanopores under native experimental conditions of ionic strength and pH [39] [40] [41] [42] .
MONITORING PROTEIN FOLDING AND UN-FOLDING WITH NANOPORES
A folded protein, whose dimensions are greater than the internal diameter of a nanopore cannot traverse it from one side of the membrane to the other. Therefore, the protein must unfold first, either completely or gradually, in a linear fashion while crossing the nanopore. This is, in fact, a ubiquitous process in molecular biology of the cell [43] [44] [45] [46] [38, [51] [52] [53] [54] [55] groups. Based on these arguments, nanopores can serve as a versatile single-molecule probe for protein folding and unfolding [15, 18] . In 2006, Jung and colleagues studied the current fluctuations produced by a small elastin-like polypeptide (ELP) loop engineered within the large vestibule of the HL protein nanopore [56] (Fig.  3A) . It is well known that ELPs undergo inverse transition temperatures (T i ), meaning that they are well-hydrated and unfolded at temperatures lower than T i , but dehydrated and structurally collapsed at temperatures greater than T i [57] [58] [59] .
This behavior has been attributed to the fragility of the water layer around the polypeptide bond owing to many hydrophobic residues present within the ELP sequence. Therefore, an ELP shrinks at temperatures above the transition temperature and expands at temperatures below the transition temperature. Indeed, single-channel electrical recordings with ELP-containing HL produced current blockades, whose residual current was temperature dependent. This finding suggested that the overall size of ELP occluding the narrower -barrel domain was dependent on the absolute temperature in the chamber. Thus, at a temperature of 20°C, well below the transition temperature of ~39°C, a 50-residue long ELP produced full single-channel current blockades (Fig. 3B) . Interestingly, if the temperature in the chamber approached T i , then a residual current of the current blockades was observed (Fig. 3C) , which was apparent at 60°C, well above T i (Fig. 3D) . These results were interpreted in terms of the temperature-dependent structural alterations of the engineered ELP loop. Below its T i , the ELP loop was fully expanded, well-hydrated and occluded completely, but reversibly, the ion permeation pathway across the HL protein nanopore. In contrast, at a temperature greater than T i , the ELP backbone underwent a dehydration process, whereas its structure collapsed, permitting an ion flow across the nanopore. This process resulted in an increased residual current as compared to the values observed at lower temperatures. The design of these experiments can also be expanded to future studies targeting the single-molecule observation of protein folding and unfolding under confinement circumstances. Moreover, design of loop-containing protein nanopores, in which various sequences and location of the engineered polypeptide are employed, might also provide a better understanding of the mechanisms underlying the stochastic current fluctuations observed with -barrel proteins [60] [61] [62] [63] [64] [65] [66] [67] .
I mentioned above that protein translocation across a single protein nanopore in a membrane is closely related to its unfolding process in order to make the protein "translocation competent" [43, 68, 69] . This nanopore-mediated unfolding problem was explored extensively by Loic Auvray's team [33, [70] [71] [72] [73] [74] . Their experiments were inspired by the lessons learned from the realm of protein folding in the last couple of decades. Pioneered work in this area culminated with a landmark study, in which the translocation of the maltose binding protein (MBP), a 370-residue long polypeptide (~40.7 kDa), interacted with the HL protein nanopore in a fashion depending on its unfolding state [70] . The protein unfolding was induced by the chemical denaturant guanidinium hydrochloride (Gdm-HCl). By varying the concentration of Gdm-HCl in the chamber, the unfolding state of the interacting protein was correlated with the frequency and duration of the MBP-induced, single-channel current blockades. It was found that the duration of very short-lived current blockades increased upon the denaturation of MBP. The single-channel data analysis also indicated long-lived MBPinduced current blockades, which were attributed to the presence of the partly folded MBP in the chamber. Later, these studies were naturally expanded by using temperature as a denaturing stimulus [74] . The thermally induced unfolding of MBP, coupled with its interaction with either the HL protein nanopore or the aerolysin protein nanopore, was examined extensively in the range 10-70°C, revealing an important characteristic of nanopore systems: their stability over a broad temperature range owing to the rigidity of the -barrel scaffolds. It is worth mentioning that the transition temperature found by Payet and colleagues (2012) was not dependent on the nanopore employed in this work [74] . The validity of these systematical single-channel studies was further confirmed by employing a mutant of MBP (MalE219), which is partly destabilized under physiological conditions [71, 73] . Indeed, the transition temperature of the less stable, interacting protein occurred at a lower temperature value than in the case of the wild-type MBP.
One point I want to emphasize here is the distinction between two different processes: thermodynamic (or global) unfolding and mechanical unfolding [54] . The thermodynamic or global unfolding of proteins is mediated either by temperature or by chemical denaturants. The mechanical unfolding is facilitated by the pulling force acting on the charged sites of the protein. These two processes undergo different free energy landscapes. Therefore, both kinetics and thermodynamics of nanopore-mediated protein unfolding and protein denaturation via temperature jump or the presence of chemical denaturants, such as urea and Gdm-HCl, and mechanical unfolding are expected to be different. This is the primary reason why the protein unfolding mediated by the mitochondrial protein nanopores and achieved by the active ATP-dependent motor proteins (such as Hsp70) occurs with a much faster rate, about two orders of magnitude, than the corresponding global (or thermodynamic) unfolding rates measured in vitro by the presence of chemical denaturants [75, 76] . The kinetic rate constants of association and dissociation of polypeptide translocation through protein and synthetic nanopores cover a broad range owing to the large variability in the polypeptide charge, folding state and backbone flexibility for native and engineered systems [31, 38, 45, 46] . Moreover, the effective charge of the polypeptide within a single nanopore strongly depends on the salt concentration [33, 77] . Other important factors, which are usually ignored, include the geometry, size and surface charge of the nanopores. The overall impact of these parameters on the magnitude of the kinetic rate constants is also reflected on the effective force acting on an unfolded polypeptide translocating across a single nanopore in a membrane. In addition, these experimental circumstances influence the free energy landscape as well as the corresponding heights of the activation free energies. In general, the effective force on a short unfolded polypeptide chain within a protein nanopore is several pN [38, 78] . The activation free energy for the partitioning of a polypeptide into a single nanopore is in the range of 2 through 12 k B T [31, [70] [71] [72] . However, it is an expectation that the energetic barriers are greater in native protein translocation systems. Therefore, ATP-dependent active forces produced the molecular motors are employed to overcome these thermodynamic penalties [79, 80] .
In the last few years, protein translocation and unfolding was aggressively investigated using solid-state nanopores [33, 78, [81] [82] [83] [84] [85] [86] [87] [88] [89] [90] [91] [92] [93] . Han and coworkers (2006) used solid-state nanopores to examine proteins [82] . One year later, Fologea and colleagues (2007) employed synthetic nanopores to study the translocation of bovine serum albumin (BSA) [83] . Using a chemiluminescence assay, they were able to provide evidence of full translocation of BSA from one side of the membrane to the other. Moreover, by varying pH in the chamber, they determined the charge state of the protein. Li and Talaga (2009) [78] and Freedman and colleagues (2011) [90] investigated the protein unfolding using a solid-state nanopore as a single-molecule probe and correlated their findings with the excluded volume of single proteins adopting various conformations.
One drawback of the silicon nitride surface is its susceptibility to nonspecific adsorption of polypeptides of varying amino acid sequence, size and conformation [86, 87] . This technical limitation has recently been addressed by functionalization of the silicon nitride membrane surface with a fluid lipid bilayer. Yusko and colleagues (2011) were able to prevent nonspecific adsorption of proteins by coating the surface of the nanopore with a biomolecule compatible and versatile lipid bilayer, which permitted insertion of chemical ligands for capturing targeted protein analytes [91] (Fig. 4A) . This is a very innovative approach that demonstrates a first breakthrough step for expanding the single-molecule nanopore measurements in the area of protein detection. In the absence of chemically modified lipids with biotin groups, rare and short-lived events were observed. In contrast, the presence of biotin-containing lipids increased the frequency and duration of binding protein-produced current blockades. With future critical developments, this experimental design has promise in protein detection assays by concentrating proteins from diluted solutions and probing time-resolvable kinetic rates, providing useful information of binding affinity of the ligands to the targeted proteins. Conceptually, there is no technical difficulty in replacing the biotin ligand with other attractive chemical group of different dimensions and there is not challenge in altering the binding protein. To offer a proof of principle for protein adsorption-free current recordings, probing individual aggregates of amyloid-beta (A ) peptide was conducted for tens of minutes with a lipid bilayer-coated, solid-state nanopore, which otherwise was unachievable with an uncoated silicon nitride nanopore (Fig.  4B and Fig. 4C ).
MONITORING ENZYMATIC ACTIVITIES OF PROTEINS
In the previous sections of this mini-review, we discussed applications of nanopores in probing proteins based on their size, shape, charge and folding state. Here, we identify that nanopores can also be employed to probe enzymatic activities of proteins. A stochastic sensor element for probing enzymatic reactions was first designed by Xie and collaborators (2005) [94, 95] . In this case, a peptide inhibitor was directly engineered into the polypeptide chain of the HL protein nanopore, near one of its entrances. A detailed kinetic and thermodynamic analysis of the interactions between the catalytic subunit of the cAMP-dependent protein kinase A (PKA) with the engineered peptide inhibitor was derived from the individual stochastic current blockades. In this way, engineered protein nanopores might be used in the future for selective nanostructures employed for rapid screening of enzymatic inhibitors. More recently, engineered protein nanopores were employed in monitoring the protease activity of various enzymes [96] [97] [98] [99] .
PROBING PROTEINS VIA PROTEIN-LIGAND IN-TERACTIONS
Exploring proteins with nanopore-based approaches by employing their interactions with other ligands has been a very active area in the last decade or so. Single-molecule protein detection was first accomplished via a ligand tethered on a movable polymeric arm that was covalently attached within the interior of the HL protein nanopore [100, 101] . Later, Howorka and colleagues (2004) [102] and Rotem and coworkers (2012) [103] naturally expanded this molecular design to other applications. In the former application, multivalent interactions were probed at the single-molecule level via the binding kinetics of a lectin protein to one or more ligands via a linker covalently attached to the interior of the HL protein nanopore. The attachment site was an engineered Cys residue near the entrance of the HL protein nanopore [17, 103, 104] . In the latter application, proteins were captured from the chamber via their corresponding targeted aptamers covalently attached to a similar position. These are just a few examples that illustrate the unquestionable power of protein nanopores to accommodate engineered or chemically modified functional groups at strategic positions within the nanopore interior and with an atomic precision. In the last few years, protein nanopore-based sensors were designed by coating the solid-state nanopore walls with various ligands. One example was the biofunctionalization of a conical gold nanotube sensor with a molecular recognition group [81, 84, 89] . It is worth mentioning that this was not a single-molecule protein detection measurement, because the current recordings were not deemed to detect individual protein binding events. Overall, pioneering work in protein detection using nanopores used small ligand-protein [101, 102, 105] , but also peptide-protein [94, 95] , and antibody-protein interactions [81, 84, 85, 89] . In the very recent years, investigators realized the opportunity of inspecting either proteins or nucleic acids by using their native interactions [12, 13, [106] [107] [108] [109] [110] [111] [112] [113] [114] [115] [116] . This was further expanded towards singlemolecule nanopore-based protein detection using DNA and RNA aptamers [99, 103, [117] [118] [119] [120] .
A landmark piece of work in the area of single-molecule detection of proteins with nanopores is the study performed very recently by Wei and coworkers (2012) [92] , who were able to monitor individual single-molecule bindings of proteins with targeted ligands placed on the nanopore walls (Fig. 5) . A single metallized nanopore was chemically functionalized with a single monolayer of alkane thiols, polyethylene glycol (PEG) thiols as well as multivalent nitriloacetic (NTA) thiols. Such a surface chemistry design permitted the attachment of hexahystidine (His 6+ )-tagged protein A, which served as a secondary protein for binding to anti-protein A polypeptides, such as IgG derivatives. In this way, Wei and colleagues have generated an antibody-selective nanopore. Individual binding events of IgG protein derivatives and protein A produced single-channel current blockades, whose kinetics and thermodynamics were strongly dependent on the position of the reactive protein A. Voltage-dependence single-channel data analysis also identified that the kinetic dissociation constant strongly depended on the position of the receptor position. Moreover, it was shown that the binding affinity was a function depending on the multivalence of the receptor protein. Overall, this study shows a great promise for employing functionalized solid-state nanopores in proteomic analysis.
COMPARISONS WITH OTHER SINGLE-MOLECULE APPROACHES FOR EXAMINING PROTEINS AND THEIR COMPLEXES WITH DIF-FERENT MOLECULES
The single-molecule analysis of short polypeptides and proteins can also be pursued by other techniques, such as single-molecule force spectroscopy [121, 122] , which includes atomic force microscopy (AFM) [121, 123, 124] , nanopore force spectroscopy [107, 125, 126] and optical tweezers [123, 127] . Moreover, significant progress has been accomplished in the area of single-molecule fluorescence microscopy [128] of proteins and their ensembles with other proteins and nucleic acids, such as single-molecule fluorescence resonance energy transfer (FRET) [129] [130] [131] [132] [133] [134] [135] . The AFM techniques are employed either in the imaging mode for nanoscale vizualization of proteins and their complexes with other proteins or nucleic acids, or in the force spectrocopy mode for determining force-extension curves on multidomain proteins. The force-extension curves probe the force strengh associated with the folding of multiple protein domains. Each domain corresponds to a load drop in the forceextension curve. Mechanical unfolding of proteins can also be pursued by using optical tweezers. In this case, one terminal of the protein is attached to a horizontal stage, whereas the other terminal is covalently linked to an optically controled microbead. Importantly, the optical tweezer features resolvability of forces of at least one order of magnitude smaller than those probed by AFM, namely in the range of a few pN. The lower force resolution in the case of AFM is mainly )-tagged receptor proteins; (C) Design of multiple modifications of a solid-state nanopore for capturing single proteins via protein-antibody interactions. The solid-state nanopore is modified first through thiol-containing SAM and PEG layers. His-tagged protein A is stably immobilized within a NTA-modified nanopore. Individual current blockades were recorded through interactions of IgG antibody to Protein A. Reproduced and adapted with permission from [92] .
caused by the large elastic constant of the cantiliver. In nanopore force spectrocopy, a nucleic acid, which is bound to a protein, is driven across a nanopore using a feedback mechanism on the applied transmembrane potential. This approach enables the determination of the energy barriers required to overcome for the dissociation of a nucleic acid from a binding protein. This approach can also be expanded to the examination of mechanical unfolding of single polypeptides. However, one difficulty for data interpretation resides in the nonuniformity of the charge distribution along the polypeptide chain, producing the nonuniformity of the applied electrical force on the polypeptide. It is worth mentioning that the mechanical unfolding of a single protein via AFM or an optical tweezer undergoes a distinct energetic landscape from that corresponding to mechanical unfolding via nanopore force spectroscopy owing to the excluded volume arguments [55] . In contrast to these approaches, the dynamics of folding-unfolding of a single protein using single-molecule FRET techniques requires labeling of the protein under investigation using two fluorophores. The underlying mechanism for signal detection relies on a distance-dependent energy transfer between a donor and an acceptor. This process implies supplementary chemical modifications or protein engineering, which might alter the transient dynamics of various kinetic substates of the protein. Moreover, changes of the experimental circumstances, such as temperature, osmotic agents and pH, might induce further modifications in the optical stability of the fluorophores. In contrast, such a labeling for the real-time detection of the dynamics of a protein is not a requirement in single-molecule nanopore technology. Finally, all techniques described in this section do not show promise for parallelization and high-throughput assays, a feature that can be advantageously employed with single-molecule probe techniques.
FUTURE PROSPECTS
In this mini-review, I briefly discussed an array of singlemolecule studies employing nanopores for the detection and characterization of individual proteins. These studies illustrate the power of the single-molecule, nanopore technologies for discriminating proteins and for examining their biochemical and biophysical features. There are still numerous problems to be addressed. One important issue in protein folding is the clarification of the mechanisms driving progressive protein unfolding within a nanopore. This is a ubiquitous process in the biology of protein translocation and protein degradation. Unraveling of a protein in a linear fashion might be tackled by a combination of force measurements with electrical recordings. Such measurements have been already accomplished with a single piece of singlestranded DNA threaded across a single solid-state nanopore and controlled by an optical trap [136, 137] . Another issue is still controlling a receptor attachment within a solid-state nanopore at a desired position with an atomic precision. While this can be routinely accomplished with a protein nanopore [3] , it seems hard to get it accomplished with a solid-state nanopore. An alternative solution is obtaining a hybrid device that integrates a robust protein nanopore with a solid-state nanopore. This was recently achieved by electrophoretic driving an HL protein nanopore into a silicon nitride-based nanopore [138] . Finally, other issues have to be addressed in regard to selective screening schemes for protein-based biomarkers, including high time-resolution electrical measurements for detecting low binding affinity of proteins [139] .
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